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AHHOTAUUSA

[JaHHbIM  JOKYMEHT cofepXuT o6y wHGopMaumio MNo  WUCMOJAb30BaHUI MNPOrpaMMHOro
npoaykta <«XTSM.00087-03 93 01. Kpuntollpo CSP. [punoxeHne KOMaHAHOMW CTPOKW»,
npegHasHa4yeHHoro ans paboTtbl ¢ ceptudukataMm C MCMNONb30BaAHUEM MHMPACTPYKTYpPbl OTKPbITbIX
Katodeln, wudpoBaHus/pacwmndpoBaHus coobuieHnin, cogepxawmxcsa B dannax, co3gaHus/npoBepku
3JIEKTPOHHbIX MOAMUCEN U X3LWNMPOBaHMUS coobleHur, cogepxawmxcs B danne wam rpynne ganios.

1. CucreMHble TpeboBaHus

Windows
BkntouaeT nporpaMMHO-annapaTHble cpeabl:

Windows XP! (x86);
Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).

LSB Linux

Bknouaetr auctpubyTmebl Linux, yposBnetBopstoowme cTtaHgapTty Linux Standard Base ISO/IEC
23360 Bepcumn LSB 4.x:

CentOS 4/5/6 (x86, x64);

CentOS 7 (x86, x64, POWER, ARM, ARM64);

OCb (OS-RT) (x64);

T4 OC ANC ®CCIN Poccum (GosLinux) (x86, x64);

Red OS (x86, x64);

Fedora 27/28/29 (x86, x64, ARM);

Oracle Linux 4/5/6 (x86, x64);

Oracle Linux 7 (x64);

OpenSUSE Leap 42, 15 (x86, x64, ARM, ARM64);

AlterOS (x64);

SUSE Linux Enterprise Server 11SP4 (x86, x64);

SUSE Linux Enterprise Server 12/15, Desktop 12/15 (x64, POWER, ARM64);
Red Hat Enterprise Linux 4/5/6 (x86, x64);

Red Hat Enterprise Linux 7 (x64, POWER, ARM64);
CunHTe3-0C.PC (x86, x64);

NK «CnHTe3aM-KnueHT» B cocTase Kl «30C «CunHTesM» (x64);
MK «CnHTe3aM-Cepsep» B cocTaBe KIl «30C «CunHTeaM» (x64);
KM «OC «CuHTesM-K» (x64);

Ubuntu 14.04/16.04 (x86, x64, POWER, ARM, ARM64);
Ubuntu 18.04/18.10 (x86, x64);

Linux Mint 17/18/19 (x86, x64);

Debian 7/8/9 (x86, x64, POWER, ARM, ARM64, MIPS);

OC JloTtoc (x86, x64);

Astra Linux Special Edition, Common Edition (x64, MIPS, 2nbbpyc);
MCBCdepa 6.3 CepBep (x64, ARM64).

Unix

BkioyaeT nporpaMMHO-annapaTHble cpeabl:
OC 2nbbpyc Bepcus 3 (2nbbpyc);
ALT Linux 6/7 (x86, x64, ARM);
AnbT CepBep 8, Anbt 8 CIT CepBep (x86, x64, ARM, ARM64);
AnbT Pabouas ctaHuusa 8, AnbT Pabouas ctaHuus K 8, Anbt 8 CIN Pabouasa cTtaHuusa (x86,
x64, ARM, ARM64);
ROSA Fresh, Enterprise Desktop, Enterprise Linux Server (x86, x64);
POCA XPOM/KOBANTbT/HUKE/Db (x86, x64);
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FreeBSD 11, pfSense 2.x (x86, x64);
AIX 6/7 (POWER);
Mac OS X 10.9/10.10/10.11/10.12/10.13/10.14 (x64).

Solaris
Bknitouaer rnporpaMMHoO-anmnapaTtHbie Cpeabl:

Solaris 10 (sparc, x86, x64);
Solaris 11 (sparc, x64).

Sailfish
BknoyaeT nporpaMMHO-annapaTHy cpegy:
SailfishOS 2.1.1.12 (ARMv7).

i0S
BiktoyaeT nporpaMMHo-annapaTHble cpeabl:

Apple iOS 8.0/8.0.1/8.0.2/8.1/8.1.1/8.1.2/8.1.3/8.2/8.3/8.4/8.4.1/9/9.0.1/9.0.2/9.1/9.2
/9.2.1/9.3/9.3.1/9.3.2/9.3.3/9.3.4/9.3.5/10/11/12 (ARMv7, ARM64).

BupTyanbHble _cpeabl

Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
Microsoft Hyper-V 8/8.1/10 (x64);

Citrix XenServer 7 (x64);

VMWare WorkStation 11/12/14/15 (x86, x64);

VMWare WorkStation Player 12/14/15 (x86, x64);

VMWare vSphere ESXi/Hypervisor 5.5/6.0/6.5/6.7 (x64);

Oracle VirtualBox 5.2 (x86, x64);

RHEV 4 (x64).

MNpumeyaHus:
1. Bepcusa POSReady.
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2. Vcnonb3oBaHne nporpamMmbl
certmgr - yTwuauMTa KOMaHAHOW CTPOKW ANa ynpaBieHus cepTudukatamu, CnMcKamm OT3biBa
ceptudukatos (CRL) u xpaHunuwamu. YTUamMTa MOXET YyCTaHaBMvMBaTb, YAANsATb, pPacKoAMPOBaTb,
aKcnopTmpoBatb M oTobpaxkaTb cepTudumkaTbl mnm CRL 13 pannoBoro xpaHunuwa Winm Ka4YeBoro
KOHTeliHepa.

Bo Bcex BbBOBax yTuWiuTa certmgr Ao/XHa 6bTb €AMHCTBEHHON KOMaHAoMh. Mo3unumns KoMaHabl
M NopsaAZIoK ONUUA He onpedeneHsbl.

<certmgr> <-koMaHga> [<-options> ]

<certmgr> <-inst> [<-store>] | [<-file>] | [<-cont>] |
[<-pin>] | [<-crl>] | [<-at_signature>] | [<-provhname>] | [<-provtype>]

<certmgr> <-list> [<-store>] | [<-file>] | [<-cont>] | [<-dn>] | [<-crlI>]
| [<-thumbprint>] | [<-verbose>]

<certmgr> <-decode> [<-src>] | [<-dest>] | [<-der>] | [<-base64>]

<certmgr> <-export> [<-cont>] | [<-store>] | [<-dest>] | [<-dn>] | [<-base64>] | [<-cH>]
| [<-provname>] | [<-provtype>] | [<-thumbprint>] | [<-at_signature>] | [<-silent>]

<certmgr> <-delete> [<-store>] | [<-dn>] | [<-crI>] | [<-cont>] | [<-thumbprint>]
| [<-provname>] | [<-provtype>] | [<-all>] | [<-silent>]

-inst

YcTaHoBuUTbL cepTudumkat wnm CRL B XpaHunuuwie. MoxeT co3gaTb CCbUIKYy M3 cepTudukaTa Ha
3aKpbITbIi KoY, ecnan HeobxoamMmo.

-list

BoiBecTn B stdout ceptudukartol unm CRL 13 xpanunuwa, danna mnm KoHTENHepa.
-decode

MepekoanpoBaTb cepTudukat mnm CRL u3 DER B base64 vnn obpaTHo.

-export

dkcnopTtupoBaTb cepTudukaTt uim CRL M3 XpaHuUIMWa WM KOHTenHepa B dann.
-delete

Ypanutb ceptudumkat mnm CRL u3 xpaHunuiia.

-help

BbiBeCcTu cnpaBKy.

Ons yTUAWUTBI HET pasHuMuUbl Mexay AJWHHbIMU (--) U KOPOTKMMKM (-) onuuamu. Mopsagok onuuii He
onpegeneH.

-at_signature
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Mcnonb3oBaTb 3akpbimbiin ko4 AT_SIGNATURE Bmecto AT_KEYEXCHANGE.

-ask-cont

MonpocuTb Nosib30BaTeNs yKa3aTb KOHTEWHEP M3 CNUCKA AOCTYMNHbLIX KOHTENHEPOB.

-base64

3akoampoBaTb cepTtudukaTt uiam CRL B base64 koampoBKy.

-cont <container>

YKasaTb MMS KOHTEWHepa C CepTUPMKATOM WM 3aKPbTbiM  KJIHOYOM. Uma wumeet dopmar,
Hanpumep, \\.\reader\name. Ecnu onuus B<file> He 6bla ykaslaHa, 3aKpbTbli K04 U cepTudmkaT
6yayT B3STbl M3 yKa3aHHOro KoHTelHepa. KoHTeMHep MoxeT 6bmMb ykKasaH B Bumae CTpoku 'skip', B
TakKoM cny4vae B cepTudukaTte He ByaeT co3gaHa CCbUIKa Ha 3aKpPbITbiA KO,

-cert

PaboTaTb C cepTUdMKaTOM (3HAYEHME MO YMONUYAHUIO).

-cH

PaboTaTb CO CNMCKOM OT3blBa CeEPTUPMKATOB BMECTO cepTudukara.

-silent

HeuHTepakTuBHbIA pexunm. Bo3BpawaeT owunbky B cayvae,

€C/in NoA 3aAaHHble napaMmeTpbl noaxoamt 6onee ogHoro ceptudukaTta(CRL),

B TaKkoM cjiydae TpebyeTcs ykasaTb 6bonee cTporne Kputepum nomcka.

-all

Ncnonb3oBaTb Bce noaxoaswmne ceptmdumkaTbl(CRL).

-der

3akoampoBaTb cepTudukaTt unm CRL B DER-KoAMPOBKY (3HauyeHMe MO YMOSIYaHUIO).

-dest <path>

®ann ana packogmposaHHoro ceptudukata mam CRL.

-dn <field=value,...>

KpuTepun noucka pgna ceptudukaTta. Ecnm 6onee opHoro ceptudwvkaTa  yAOBETBOPSHOT
3aZlaHHbIM KpUTEpUaM, Nosib3oBaTesnto 6yAeT NpeanoXeHo BbiGpaTb OAMH M3 HaWAEHHbIX.

-file <path>

Myt Kk danny ¢ ceptudukatom mnm CRL (MoxeT 6bmb DER mnu base64-3akogmpoBaHHbM MU
cepuann3oBaHHbIM XpaHWUIULLEM).

-provname <name>

Umsa nposarigepa.
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-provtype <type>

Twun npoBanaepa (3Ha4YeHMe MO yMoa4YaHuw 75).

-help

BbiBECTM cnpaBKy O 3alaHHOM KoMaHze.

-pin <pincode>

MVH-KO4 KOHTEeWHepa.

-src_file <path>

®ann ¢ ceptudumkatom uam CRL ans packoaumpoBaHus.

-thumbprint <hash>

LUndpoBor oTnevatok cepTudukarta ana gunsTpaymu.

-verbose

BoiBOAUTE noapobHyto nHdopmauuio o ceptudukare.

-store <name>

UmMa xpanunuwa. [MMepBas 6ykBa ykasbBaeT TUM XpaHwiuwa - 'u' A4S nosb30BaTeslbCKOro
XpaHunuwa, 'm gns XpaHunuviuia MalwuHbl, OCTajibHAsg 4YacTb CTpPOKM 6e3 nepsoit 6ykBbl 0603HaYaeT
MMS XpaHuauwa.

Ncnonb3oBaHne  6e3 u
npeaonpeneneHHbiX XpPaHWIULL:

<My> - XpaHunuwe A5 Nosb3oBaTeNbCKUX cepTudurKaToB,

<Root> - ang kopHeBbix CA cepTudunKaTos,

<CA> - gnsa npoMexyTouHblX CA ceptudmkatos nnm CRL,

<AddressBook> - ans Apyrux nosb3oBaTesbCKUX CepTUMUKATOB,

<Cache> - xpaHunuuwe kswa ceptudukaTos/CRL (AOCTYNHO TOMIbLKO YTEHME U yAaneHue).
<uMy> aBNAETCHA 3HAYEHMEM MO YMOJIYaHMIO.

min 'm aBnserca  yctapeBwuMm. CyllecTBYeT  HECKOJ/IbKO

certmgr BO3BpallaeT HOMb NPU YCNEXe M HEHYIEBOW KoA OWWbKKM npu owmnbke.

3. lNpuMepbl UCNosb30BaHUS

certmgr -inst -store uMy -file /media/floppy/testuser.cer -cont "\\.\FAT12_0\31cc730c-e57e-
4b56-8014-9b8f2ab79d6d'

YcTaHoBuUTb ceptudmkaT mn3 danna testuser.cer B nonb3oBaTenbCkoe XpaHunuwe My C CCbUIKOM
Ha 3aKpbITbiA K/HOY.

certmgr -decode -src /media/floppy/testuser.cer -dest /media/floppy/testuser_base64.cer -
base64

PackoaupoBaTb ceptudukat m3 danna testuser.cer B base64 kKoaMpoBKY W MOSIOXWUTb €ro B
testuser_base64.cer.

certmgr -export -crl -store mCA -dest /media/floppy/root.crl
3kcnopTtupoBaTb CRL u3 mMawuHHoro xpaHunuwa CA B dalin root.crl
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